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Abstract- Today's technology connects different physical objects through a network by which they can 
transfer their data to each other as per requirement. This arrangement is commonly known as the 
Internet of Things (IoT). The IoT mainly consists of constrained devices. Devices not directly 
connected with the electric shoket Instead they work with stored energy only are known as low energy 
devices. Additionally, these devices manage to work with low storage power and low transmission 
power. It is necessary to implement lightweight algorithms in an IoT environment in order to provide 
the devices with a secure and seamless mode of communication. The researchers from all around the 
globe are currently working in this field. Lightweight cryptography consists of algorithms that work on 
low energy and small storage. In this paper, the authors present a study and comparison of some well 
known light weight cryptographic algorithms.

lwpuk çkS|ksfxdh ifjorZu ds fy, ÞoLrqvksa dk vartkZyß dks viukus okys m|eksa esa gYds 
dwVfyfi fo|k dks ykxw djuk
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lkj& vkt dh rduhdh HkkSfrd txr esa fo|eku leLr oLrqvksa dks ,d&nwljs ls ,d vartkZy ds ek/;e ls tksM+rh gS ftlls fd os 
viuh vk/kkj&lkexzh dks ,d&nwljs dks vko';drkuqlkj Hkst ldsa] bl lajpuk dks geß oLrqvksa dk vartkZyß uke ls tkurs gSaA 
oLrqvksa dk vartkZy eq[;r% de {kerk dh oLrqvksa dk lek;kstu djrk gSA ,slh oLrq,¡ tks lh/kk&lh/kk fo|qr vkiwfrZ ls ugh tqM+s 
jgrs gSa vfirq laxzfgr ÅtkZ ds ek/;e ls pyrs gSa] dks ge de ÅtkZ {kerk dh oLrq dgrs gSaA de ÅtkZ {kerk ds lkFk&lkFk bu 
oLrqvksa esa HkaMkj.k {kerk vkSj rjax lapkj dh {kerk Hkh vR;f/kd de gksrh gSA oLrqvksa dk vartkZy okrkoj.k esa funsZ'kksa rFkk vU; 
vk/kkj&lkexzh ds fuckZ/k ,oa lqjf{kr çokg gsrq ;s vko';d gks tkrk gS fd bl okrkoj.k esa mi;ksx dh tkus okyh fu;ekofy;ka ,oa 
pj.kc) vkpj.k de Hkkj ogu djus okys gksaA fo”o ds 'kks/kdrkZ bl le; blh dk;Z ij yxs gq, gSa fd fdl rjg ls de&Hkkj&ogu 
djus okys lqjf{kr vkpj.k ,oa fu;ekoyh cukbZ tk,A de&Hkkj&ogu ls rkRi;Z ,sls vkpj.k vkSj fu;ekofy;ksa ls gS tks fd de 
fo|qr ÅtkZ esa dk;Z dj ldsa ,oa de HkaMkj.k dk ç;ksx djsaA bl 'kks/k i= esa ys[kd dqN cgqr gh çpfyr de&Hkkj&ogu djus okys 
lqjf{kr rjhdksa dk v/;;u ,oe rqyukRed fo'ys"k.k çLrqr dj jgs gSaA

&
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1- ifjp; “oLrqvksa dk vUrtkZy” HkkSfrd txr esa fo|eku yxHkx lHkh oLrqvksa dks ,d vUrtkZy ds ek/;e ls tksM+us dk dk;Z 
djrk gS ftlls fd oLrq,a viuh vk/kkjHkwr lkexzh dk vknku&çnku dj ldsa rFkk vkarfjd x.kuk ds fy, dqN lkexzh laxzfgr dj 
ldsaA bu lkekU; lh fn[kus okyh oLrqvksa dks rhu rjg dh fo'ks"k 'kfä;k¡ çnku djrk gS] laxzg djus dh {kerk] vknku&çnku djus 

1
dh {kerk] vkSj vkrafjd x.kuk djus dh {kerk A ;|fi cgqrk;r oLrq,a vkdkj esa NksVs gksrs gSa rFkk izR;sd le; fo|qr vkiwfrZ ls tqM+s 
ugha jg ldrs gSa] ;|fi buds lqxe ifjpkyu gsrq tks fu;ekofy;ka ftEesnkj gksa mudk Hkh NksVk vkSj lqjf{kr gksuk vko';d gSA lqj{kk 
ds –f"Vdks.k ls iwoZ esa Hkh vusd 'kks/kkfFkZ;ksa us vius mPpLrjh; 'kks/kdk;Z çLrqr fd;s gSaA ;g rks loZfofnr gS fd fdlh Hkh dk;Z{ks= dh 
lqj{kk rhu çdkj ls lqfuf'pr dh tk ldrh gS] igyk fd ml dk;Z{ks= esa mifLFkr lHkh vo;oksa@oLrqvksa dk iathdj.k djds] nwljk 
fd ;fn dksbZ nks oLrq,a ,d&nwljs ls ckrphr djuk pkgrh gSa rks muds chp es vkilh le>kSrk djkdj] rhljk fd tks Hkh lkexzh 

2
çsf"kr dh tk; mls dwV esa cnydj A fofHkUu ijrksa o ?kVdksa ds lkFk ÞoLrqvksa dk vartkZyß okrkoj.k dh LFkkiR;dyk vk—fr&ƒ esa 
n'kkZ;h xbZ gSA

& 

vk—fr&ƒ  ÞoLrqvksa dk vartkZyß LFkkiR;dyk& ijrsa o ?kVd%

PUF (Physically Unclonable Function) iathdj.k dk;Z ds fy, fo'oLrj ij ekU; loksZRre rduhdh gSA PUF lHkh oLrqvksa 
dks vyx&vyx igpku Øekad miyC/k djkrk gS tks fd ,d fo'ks"k çdkj dh xf.krh; fØ;k ds QyLo:i çkIr gksrh gSA ;g igpku 
Øekad vius esa oLrqvksa ds fuekZ.k lEcaf/kr C;kSjk Hkh ladfyr j[krh gS tks fd bu igpku Øekadksa dks lcls lqjf{kr vkSj 'kfDr'kkyh 

3] 4cukrk gS A

nks oLrqvksa ds chp vkilh le>kSrk djkus ds fy, dbZ fu;ekofy;k¡ iwoZ esa fodflr dh xbZ gSa ftuesa dh 
vc rd dh lcls ftEesnkj o 'kfDr'kkyh fu;ekoyh jgh gSA ;g vkilh le>kSrs dh çfØ;k dks rhu pj.kksa esa 

iw.kZ djkrh gS blhfy, bldks 

A

dwV lkexzh çkIr djus ds fy, vko';d gS fd oLrq,a ,d fo'ks"k çdkj dh fu;ekoyh dks vkRelkr djsa] ftls Encryption 
Algorithms dgk tkrk gSA iwoZ esa dbZ Encryption Algorithms bl dk;Z ds fy, ç;ksx esa ykbZ tkrh jgh gSaA dqN cgqr gh 
'kfDr'kkyh ,oa lqjf{kr Encryption Algorithms bl çdkj gSa RSA, DES, AES, ECC,vkSj IdeaA tc Hkh dksbZ oLrq viuh 
laxzfgr vk/kkj lkexzh dks fdlh vkSj oLrq ;k dsaæh; d{k dks Hkstuk pkgrk gS rks lapkj ek/;e }kjk Hksts tkus ls igys gh ml lkexzh 

Diffie Hellman (DH) key 
exchange algorithm 

3-way authentication Hkh dgrs gSaA tks oLrq fdlh ckrphr dh 'kq#vkr djuk pkgrk gS oks dsaæh; 
çkf/kdkjh ls lEidZ LFkkfir djrk gS rFkk vius ,oa ftl oLrq ls mls okrkZyki LFkkfir djuk gS mldk ¼nksuksa dk½ irk dsaæh; fu;a=.k 
d{k dks crkrk gSA blds ckn dsaæh; d{k nksuksa i{kksa dks ,d gh dwV ladsr vyx&vyx Hkstrk gSA bl dwV ladsr ds feyku ls nksuksa 

5] 6
i{k ,d&nwljs dks lR;kfir djrs gSa mlds ckn lkexzh dk vknku&çnku 'kq: djrs gSa

% 
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dks mijksDr esa ls fdlh ,d fu;ekoyh ls gksdj tkuk iM+rk gSA ;g fu;ekoyh Hksts tkus okyh lkexzh ds okLrfod okD;ksa dks dwV 
ladsrksa dh enn ls dwV okD; esa cny nsrh gSA bl dwV okD; dks rkj ;k rkj&jfgr lapkj ek/;eksa ls nwljs oLrq ;k dsaæh; d{k dks Hksts 

7
tkus ij buds pqjk, tkus dh lEHkkouk 'kwU; gks tkrh gS A

,dy vfHkdfy= ifjos'k ds –f"Vxr ;g rhuksa çdkj dh fu;ekofy;k¡ cgqr gh vPNk dk;Z dj jgh gSa vkSj blesa dksbZ lansg ugha fd 
bu fu;ekofy;ksa ds enn ls mi;ksxdrkZ O;fDr vius cgqr ls dk;Z fcuk lansg çfrikfnr djrs vk jgs gSaA ijUrq] ÞoLrqvksa dk 
vartkZyß ,d ubZ ifjdYiuk gS ftlesa fd cgqr gh NksVs vkdkj ds oLrq vkil esa ,d&nwljs ls okrkZyki ;k vk/kkj&lkexzh dk 
vknku&çnku djuk pkgrs gSaA buds lqjf{kr vknku&çnku dk okrkoj.k nsuk gh ÞoLrqvksa dk vartkZyß ifjos'k dh çeq[k pqukSrh gSA 
;g blfy, Hkh vkSj dfBu gks tkrh gS D;ksafd iwoZ esa LFkkfir yxHkx lHkh vPNh ls vPNh fu;ekofy;k¡ bl u;h ifjfLFkfr esa lgh dk;Z 
ugha dj ik jgh gSaA ,slk blfy, gS D;ksafd iwoZ esa LFkkfir yxHkx lHkh fu;ekofy;ka vR;f/kd tfVy Fkha] ftuds lqxe ifjpkyu ds 

8
fy, vck/; fo|qr vkiwfrZ ;k vf/kd ÅtkZ laxzg dh t:jr Fkh A ÞoLrqvksa dk vartkZyß okrkoj.k esa fofHkUu çdkj ds lapkj dks 
vk—fr&„ esa n'kkZ;k x;k gSA

vk—fr „  ÞoLrqvksa dk vartkZyß okrkoj.k esa lapkj%

ÞoLrqvksa dk vartkZyß ifjos'k esa mifLFkr oLrqvksa ds ikl ÅtkZ dk laxzg djus dh {kerk cgqr gh de gksrh gSA ÞoLrqvksa dk vartkZyß 
dh lajpuk ds –f"Vxr cgqrk;r oLrqvksa esa vck/; ÅtkZ dk dksbZ lzksr ugha fn;k tk ldrk gSA ;gh dkj.k gS fd iwoZ esa LFkkfir leLr 
fu;ekofy;ksa dks vc u, rjhds ls iquZLFkkfir djus dh vko';drk gSA bl Øe esa dbZ 'kks/ki= Hkh çLrqr fd;s tk pqds gSaA ns'k ,oa 
fons'k ds Hkh vusdksusd 'kks/kkFkhZ vc blh dk;Z esa yxs gq, gSa fd fdl çdkj ,d vR;ar lqjf{kr vkSj 'kfDr'kkyh de Hkkj ogu djus 

9] 10okyh fu;ekoyh cukbZ tk; tks fd ÞoLrqvksa dk vartkZyß okrkoj.k ds vuq:i dk;Z dj lds A

çLrqr vkys[k esa 'kks/kkFkhZ mu lHkh pqfuank fu;ekofy;ksa ds ckjs esa foLrkj ls ppkZ djsaxs tks dh de Hkkj ogu djus okys gSa rFkk oLrqvksa 
dk vartkZy okrkoj.k ds fy, iw.kZ :i ls lqjf{kr gSaA vkxs ds Øe esa] nwljs Hkkx esa] ys[kd iwoZ esa çLrqr 'kks/ki=ksa dh lafNIr tkudkjh 
çLrqr djsaxsA r`rh; Hkkx esa dqN çeq[k uhfr;ksa dks ysdj ppkZ çLrqr dh tk;sxh tks dh bu fu;ekofy;ksa ds cuk;s tkus esa mi;ksx esa 
yh xbZ gSaA vko';d vkSj vfuok;Z ijh{k.k Hkkx pkj esa mfYyf[kr fd;s x, gSaA Hkkx ikap esa ys[kdx.k us çLrqr 'kks/ki= dk fu"d"kZ 
fy[kk gSA

2- iwoZ esa çLrqr 'kks/ki= fo'oLrj ds vusd xf.krKksa us vius 'kks/k i=ksa esa mYys[k fd;k gS fd lcls de fo|qr dh vko';drk 
shift operations esa gksrh gSA blh ds –f"Vxr shift operations ds vk/kkj ij dwV fudkyus ds dbZ ç;kl fd;s x;sA blh dwV ds 
vk/kkj ij fdlh Hkh ljy okD; dks dwV okD; esa ifjofrZr fd;k tkrk gSA mRifRr ds le; esa bl ç;kstu ds fy,linear feedback 
shift registers (LFSRs) dks ç;ksx esa yk;k x;kA le; ds lkFk dbZ vkSj Hkh rduhd fodflr dh xbZA bl 'kks/ki= esa ys[kd lHkh 
çeq[k rduhfd;ksa ds ckjs esa foLrkj ls ppkZ djsaxsA fofHkUu 'kks/ki=ksa ls irk pyrk gS fd lcls T;knk lqj{kk çnku djus okyh 

& 
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fu;ekofy;ka random numbers vkSj hash functions rduhdh dk mi;ksx djrs gSaA Hash functions ds }kjk oLrqvksa ds chp 
Hkfo"; esa dh tkus okyh ckrksa dks rks lqjf{kr fd;k gh tkrk gS blds lkFk gh fu;ekofy;ka iwoZ esa gq, okrkZykiksa dks Hkh lqjf{kr j[k ikrh 
gSaA ogha random number ,d fo'ks"k çdkj dh vfu;fer la[;k gksrh gS ftlds }kjk Hksts tkus okys okD;ksa dks dwV okD;ksa esa ifjofrZr 
fd;k tkrk gSA çLrqr 'kks/ki= esa 'kks/kkFkhZ fofHkUu pseudo random numbers vkSj light weight hash constructions ds ckjs esa Hkh 
foLrkj ls ppkZ djsaxsA

2-1- PRNG vk/kkfjr fu;ekofy;ka PRNG (Pseudo Random Number Generator) ,d ,slh rduhdh gS tks ,d tfVy 
xf.krh; fØ;k }kjk ,d vfu;fer dwV la[;k dh mRifRr djrh gSA bl dwV dk ç;ksx okLrfod okD;ksa dks dwV okD;ksa esa cnyus ds 
fy, fd;k tkrk gSA PRNG ij vkfJr fofHkUu fu;ekofy;ksa dk laf{kIr fooj.k fuEufyf[kr gS&

2-1-1 ph ,oa vU; dkPRNG lu „ååŠ esa pkj 'kks/kdrkZvksa ds ,d ny us ƒˆ pj.k LFSR vkSj oscillator vk/kkfjr TRNG ds 
leUo; ls çkIr gksus okyh ,d ubZ PRNG dh ladYiuk çLrqr dhA bl ladYiuk esa of.kZr TRNG ,d analog circuit ij 
vk/kkfjr Fkh tks fd rkih; ÅtkZ la;a= ds /ofu dks vk/kkj ekudj dk;Z djrk gSA bl TRNG }kjk Hksth xbZ ,d bit dks LFSR ds 
lHkh ƒˆ bit ls XOR djk;k tkrk gS] ftlls fd lgh vfu;ferrk dh çkfIr gksA bl çdkj ƒˆ ?kM+h&pØksa esa ,d ƒˆ bit dk random 
number çkIr gksrk gSA pw¡fd ph ,oa vU; dh cukoV lh/kh gS blhfy, esfy;k&ls tqbZ ,oa vU; }kjk bl ij lqj{kk vk?kkr fd;k x;kA 

11
;g vk?kkr “(n+1)/8n” dh lEHkkouk ls lQy Hkh fl) gqvk ftles fd “n” mi;ksx esa yh xbZ LFSR dh yEckbZ gS A
2-1-2 esfy;k&lstqbZ ,oa vU; dk PRNG lu „åƒå esa esfy;k&ls tqbZ ,oa vU; us ph ,oa vU; dk gh çLrkfor çk:i dqN ,d 
cnykoksa ds lkFk çLrqr fd;k] ftls J3 Gen ds uke ls tkuk x;kA tSls fd ,d gh cgqin ds mi;ksx dh txg bUgksaus vkB 
fHkUu&fHkUu cgqinksa ds mi;ksx dks pqukA bu vkB cgqinksa esa ls ,d ckj esa dksbZ ,d gh cgqin pquus dh çfØ;k ds fy, ,d fo'ks"k çdkj 
ds xw<+&pØ dk mi;ksx fd;k tkrk gSA bldh fo'ks"krk ;g gksrh gS fd ;g gj ckj vyx&vyx cgqin dks gh pqurk gSA bl çdkj ƒˆ 
?kM+h&pØksa esa ,d ƒˆ bit dk random number çkIr gksrk gS ftldk çR;sd bit fHkUu cgqin dh mRifRr gksrh gSA ;g ph ,oa vU; ls 
vf/kd lqjf{kr gSA
2-1-3 isfjl&yksist ,oa vU; dk PRNG lu „åå‹ esa isfjl&yksist ,oa vU; us LAMED uke dk ,d PRNG çLrqr fd;kA 
vkrafjd inksa dks iw.kZ djus ds fy, ;s bit wise XOR operation, modular algebra vkSj bit rotation dh enn ysrk gSA 
LAMED dk ,d vkrafjd in ̂ † bit dk gksrk gS ftlesa …„ bit dh key vkSj …„ bit dk Initial Vector (IV) gksrk gSA vU;Fkk dh 
fLFkfr esa IV dh txg vkSj …„ bit dh key dk mi;ksx fd;k tk ldrk gSA LAMED ges'kk …„ bit dk random number gh cukrk 
gSA vxj fdlh ç;kstu ds fy, ƒˆ bit ds random number dh vko';drk gksrh gS rks …„ bit dks gh nks ƒˆ bit esa rksM+dj vkSj mUgsa 

14
XOR djds ƒˆ bit dk random number çkIr fd;k tk ldrk gS A
2-1-4 eaMy ,oa vU; dkPRNG lu „åƒƒ esa eaMy ,oa vU; us ,d de Hkkj ogu djus okyh cukoV Warbler çLrqr dh tks fd 
de [kir RFID Tags ds fy, PRNG dk fuekZ.k djrh gSA blds }kjk fufeZr PRNG, NLFSR (Non Linear Feedback Shift 
Registers) ij fuHkZj djrh gSA bl PRNG dh cukoV esa rhu NLFSR dk ç;ksx gksrk gS ftles dh ,d ƒ‰ bit, nwljk ƒŠ bit, vkSj 
rhljk ̂  bit dk gksrk gSA bl PRNG dk vkrafjd in ̂ ‡ bit dk gksrk gS ftles dh †‡ bit dk secret seed vkSj „å bit dk IV 
fy;k tkrk gSA bl PRNG dh cukoV …ˆ ?kM+h&pØksa esa key initialization vkSj Šå ?kM+h&pØksa esa running phase dks iw.kZ djrh 
gSA bl cukoV ds }kjk fuxZr random number ƒˆ bit dh gksrh gS tks fd fo'ks"k :i ls EPC Class-1 Gen-2 ekud ds vuq:i 

15rS;kj dh tkrh gS A
2-1-5 pSu ,oa vU; dk PRNG lu~ „åƒ‡ esa pSu ,oa vU; us nks rjg ds lq>ko çLrqr fd;s tks fd J3 Gen dh cukoV dks vk/kkj 
eku dj cqus x, FksA igys lq>ko esa ys[kd us cgqin p;u pØ dks pykus ds fy, ,d decoding logic yxkus dh ckr dghA ;g 
decoding logic ,d TRNG }kjk çkIr gksrk gS vkSj blh decoding logic ls var esa (output ls Bhd igys) ,d XOR dh fØ;k 
ml bit ls djkus dh ckr dgh tks dh LFSR ds ,d fØ;k ds ckn çkIr gksrh gSA bl çdkj ds leUo; ls ys[kd viuh cukoV }kjk 
fuxZr random number ds iwjh rjg ls vfu;fer gksus dh ckr fl) djrs gSaA nwljs lq>ko esa ys[kd cgqin p;u pØ dks nks Hkkxksa esa 
i`Fkd djus dh ckr djrs gSa ftlesa fd igys cgqin p;u pØ esa ‡ cgqin rFkk nwljs cgqin p;u pØ esa … cgqin j[kus dh ckr dgh 
xbZ gSA bl cukoV esa „ LFSR dk mi;ksx fd;k x;k gS ftlesa fd igyk cgqin p;u pØ igys LFSR dks rFkk nwljk cgqin p;u 
pØ nwljs LFSR dks viuk fu.kZ; lk>k djrs gSaA var esa nksuksa LFSR dh output bit dks XOR djds vkxs dh fØ;k ds fy, çsf"kr 

16djrs gSa A

3-1 gS'k QaD'ku vk/kkfjr fu;ekofy;ka fØ;kvksa dks eq[; :i ls authentication ds fy, ç;ksx esa yk;k tkrk gS tSls fd 
message authentication codeA Cryptography ds çkjfEHkd ;qx esa tks fu;ekofy;ka gS”k fØ;kvksa ds fy, çpyu esa Fkha muesa ls 
MD5 vkSj SHA lokZf/kd ilan fd;s x;sA ÞoLrqvksa dk vartkZyß okrkoj.k dh c<+rh yksdfç;rk dks ns[krs gq, bls gS”k fØ;kvksa }kjk 
lqjf{kr fd;s tkus dk fu.kZ; fy;k x;kA bl okrkoj.k esa ç;ksx fd;s tkus ls igys gS”k fØ;kvksa esa dqN ,d cnyko djds Light 

& 

& 

& 

& 

& 

& 

& gS”k 
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weight Hash fØ;k,a cukbZ xbZaA bl dk;Z ds lEiknu gsrq fHkUu&fHkUu rjhds ç;ksx esa yk;s x;s ftuesa dh sponge construction 
lcls mi;qDr ik;k x;kA Sponge vk/kkfjr dqN Hash Constructions dk laf{kIr fooj.k fuEuor gSA
3-1-1 DokdZ ¼Quark½ Quark ,d de Hkkj ogu djus okyh gS”k fØ;k gS tks dh Grain vkSj Katan ds fØ;kvksa ij vk/kkfjr gSA 
DokdZ ds rhu –"VkUr çLrqr fd;s x;sa tks Øe'k% U-Quark, S-Quark vkSj D-Quark ds uke ls tkus tkrs gSaA Quark Lo;a esa ,d 
de Hkkj ogu djus okyh fu;ekoyh gS mleas ls Hkh blds rhuksa –"Vkarksa esa lcls de Hkkj ogu djus okyh fu;ekoyh U-Quark gSA 
Quark dh cukoV esa nks NLFSR vkSj ,d LFSR rhu xSj&jSf[kd fØ;kvksa }kjk lapkfyr gksrs gSaA ,d ckj fØ;k 'kq: gks tkus ij b-
bit eki ds states ds fy, output state çkfIr gsrq vkrafjd state dks 4b ckj update djuk gksrk gSA State update dh çfØ;k esa 
LFSR update ,d jSf[kd Boolean fØ;k ij vk/kkfjr gksrk gS tcfd NLFSRs dk update rhu xSj&jSf[kd Boolean fØ;kvksa 
ij vk/kkfjr gksrk gSA bu lcds vfrfjDr ,d i`Fkd xSj&jSf[kd Boolean fØ;k nksuksa NLFSRs dks ,d lkFk çHkkfor djus ds fy, 

cç;ksx esa ykbZ tkrh gSA iw.kZr;k Sponge Construction ij vk/kkfjr gksus ds dkj.k Quark 2  preimage resistance vkSj 
17c/22 collision vkSj second preimage resistance dh lqfo/kk çnku djrk gS A

3-1-2 LikWUtsUV ¼Spongent½& LikWUtsUV dh cukoV ,d o`gn~ PRESENT le:i Øelap; ij vk/kkfjr gSA LikWUtsUV fdlh Hkh 
vkdkj ds input dks xzg.k djds fu;r vkdkj dk output gh fuxZr djrk gSA Spongent ds fofHkUu –"Vkarksa dks Spongent-n/c/r 
dh enn ls tkuk tk ldrk gSA vkdkj n, {kerk c,vkSj nj r ds vuqlkj LikWUtsUV ds fofHkUu –"Vkarksa dks i`Fkd fd;k tk ldrk gSA 
LikWUtsUV ds ik¡p –"VkUr bl çdkj gSa] SPONGENT-88/88/40, SPONGENT-128/128/64, SPONGENT-160/160/80, 
SPONGENT-224/224/112, vkSj SPONGENT-256/256/128A lqj{kk ds –f"Vdks.k ls Spongent dks oks lHkh rkdrsa vius 
vki gh fey tkrh gSa tks dh PRESENT esa igys ls gh mifLFkr gksrh gSaA Spongent ds fofHkUu –"VkUr lqpk# :i ls fØ;k djus ds 

18
fy, ASIC ij Øe'k% 738, 1016, 1329, 1728 vkSj 1950 GE dk {ks= ysrs gSa A
3-1-3 QksVkWu ¼Photon½& QksVkWu ,d fo'ks"k çdkj dk gkMZos;j mUeq[kh de Hkkj ogu djus okyk LikWUt vk/kkfjr gS”k fØ;k gSA 
bldk vkrafjd Hkkx ,d matrix dh rjg çnf'kZr fd;k x;k gS ftlesa gj ,d çfof"V ;k rks † bit dh ;k Š bit dh gksrh gSA Øep; 
ds fy, QksVkWu ,d fix key dk mi;ksx djrk gS tSlk dh AES esa igys ls gksrk vk;k gSA QksVkWu dh lajpuk esa dqy ƒ„&pj.k gksrs gSa 
ftuesa pkj eq[; fØ;k,a Add Constant, Sub Cells, Shift Rows vkSj AES leku Mix Coloum Serial lfEefyr gSaA QksVkWu ds 
–"VkUrksa dks le>us ds fy, bUgsa PHOTON-n/r/r' ds :i esa çnf'kZr fd;k tkrk gSA QksVkWu ds ik¡p –"VkUr bl çdkj gSa] 
PHOTON-80/20/16, PHOTON-128/16/16, PHOTON-160/36/36, PHOTON-224/32/32, vkSj PHOTON-

19&20
256/32/32A ;s –"VkUr Øe'k% P , P , P , P ,vkSj P vkrafjd Øep; dk mi;ksx djrs gSa A100 144 196 256 288 

3-1-4 XywvkWu ¼Gluon½& XywvkWu ,d de Hkkj ogu djus okyh gS”k fØ;k gS tks dh nks stream ciphers F-FCSR-v3 vkSj X-
FCSR-v2 ij vk/kkfjr gSA XywvkWu dh cukoV ,d word ring FCSR dks lfEefyr djrh gS tks dh ,d main shift register vkSj 
,d carry register ij vk/kkfjr gksrk gSA XywvkWu ds rhu –"VkUr çLrqr fd;s x;s tks Øe'k% Gluon-128/8, Gluon 160/16 vkSj 
Gluon 224/32 FksaA fofHkUu –"Vkarksa ds fy, XywvkWu ifjokj dk area requirement Øe'k% 2071 GE, 2800 GE vkSj 4724 GE 

21
ik;k x;k A
3-1-5 gS'k&ou ¼Hash-One½& gS”k&ou dh cukoV esa ,d vkrafjd in ƒˆƒ bit dk gksrk gS ftles dh Šå bit vkSj Šƒ bit ds nks 
NLFSR dk;Z djrs gSaA gS”k&ou esa ç;qä ƒˆƒ bit çkFkfed :i ls xf.krh; fLFkj eku Pi dk binary le:i gksrk gSA vkrafjd in 
v|ru dh fØ;k nks xSj&jSf[kd Boolean fØ;kvksa vkSj ,d jSf[kd Boolean fØ;k ds ek/;e ls laiUu djkbZ tkrh gS ftlesa fd 
xSj&jSf[kd Boolean fØ;k † pj ekuksa }kjk rFkk jSf[kd Boolean fØ;k … pj ekuksa }kjk lapkfyr gksrh gSA xSj&jSf[kd Boolean 
fØ;k;sa nksuksa NLFSR dks vyx vyx v|ru ds fy, ç;ksx esa ykbZ tkrh gSa tcfd jSf[kd Boolean fØ;k nksuksa NLFSR dks ,d 
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lkFk v|ru ds fy, ç;ksx esa ykbZ tkrh gS A

4- mi;ksx esa ykbZ xbZ çeq[k uhfr;k¡& lqj{kk lEcaf/kr de Hkkj ogu djus okyh mijksDr fu;ekofy;ka fo'oLrj ij çekf.kr gSa 
rFkk dbZ ckj vyx&vyx rjg ds vk{ksiksa dks >sy pqdh gSaA bu fu;ekofy;ksa dh lqj{kk fofHkUu ekudksa ds vk/kkj ij loksZRre ikbZ xbZ 
gSa rFkk ;s vf/kd tfVy vkSj otuh Hkh ugha gSaA bu fu;ekofy;ksa ds cukoV esa eq[; :i ls nks rdfudh dk;Z djrh gSa ftues igyh gS 
LFSR vkSj nwljh gS Sponge ConstructionA çLrqr 'kks/k i= ds bl Hkkx esa ys[kdx.k nksuksa rduhfd;ksa dks ysdj foLr`r ppkZ 
çLrqr dj jgs gSaA

4-1 ,y-,Q-,l-vkj- ¼LFSR-Linear Feedback Shift Register½& ,y-,Q-,l-vkj ¼jSf[kd çfrfØ;k ikjh ys[kk½ ,d 
fo'ks"k çdkj dh ikjh ys[kk gS ftles fufo"V bit blds iqjkus in dh ,d jSf[kd fØ;k gksrh gSA fdlh Hkh ,y-,Q-,l-vkj- ds çkFkfed 
Hkkx dks ewy dgrs gSaA bl ewy dks ,d jSf[kd fØ;k ds }kjk vxys eku esa ifjofrZr fd;k tkrk gS tks fd ,d fu;rkRed çfØ;k gksus 
ds dkj.k igys ls gh fuf'pr dh tk ldrh gSA D;ksafd ys[kk;sa lhfer vkdkj dh gksrh gSa blhfy, ,y-,Q-,l-vkj- ls fuxZr ifj.kke 
Hkh dqN le; ds ckn iqujko`fÙk djus yx tkrs gSaA vxj fdlh ç;kstu ds fy, yEcs le; rd u nqgjk, tkus okys eku pkfg, rks ,y-

& 
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,Q-,l-vkj- esa mi;ksx dh tkus okyh ys[kk dh {kerk mlh vuqlkj T;knk ysuh pkfg, A
,y-,Q-,l-vkj-dk ç;ksx gkMZos;j vkSj lkW¶Vos;j nksuksa enksa esa fd;k tk ldrk gSA eq[; :i ls bldk ç;ksx Nn~e vfu;fer la[;k] 
Nn~e /ofu vuqØe] rhoz fMftVy x.kukQyd] vkSj whitening vuqØe ds fy, fd;k tkrk gSA dkykarj esa dbZ çdkj ds ,y-,Q-
,l-vkj- ç;ksx esa yk;s x;sa ftues Fibonacci vkSj Galios çeq[k FksA

4-1-1 fQcksuSDdh ,y-,Q-,l-vkj-(Fibonacci LFSR)& eq[;r% ƒˆ fcV ds gksrs gSaA bu ƒˆ fcV esa ls tks fcV~l fu.kZ; dks 
ƒˆ ƒ† ƒ… ƒƒçHkkfor djrs gSa mUgsas taps dgk tkrk gSA mngkj.k ds fy,] vxj çfrfØ;k cgqin X ] X ] X ] X ] ƒ fy;k x;k gS rks bldk rkRi;Z 

gS dh ƒ] ƒƒ] ƒ…] ƒ†] vkSj ƒˆ osa in tap in dh rjg ç;ksx fd;s tk,axsA fdlh Hkh ,y-,Q-,l-vkj- dk lcls nkfguk in fuxZr in 
dgk tkrk gSA çkFkfed eku ds ƒˆosa fcV dks ,d&,d djds ƒ†osa] ƒ…osa] vkSj ƒƒosa in ds lkFk XOR fd;k tkrk gS vkSj tks eku çkIr 
gksrk gS mls ck,a dh vksj ls igys LFkku ij j[kdj ckdh ds lHkh ekuksa dks ,d&,d in nkfguh vksj f[kldk nsrs gSaA bl çdkj çkIr 
vafre in] tks fd iwoZ esa ƒˆosa LFkku ij gksrh gS] dks vc fuxZr eku dh rjg ç;ksx esa ys fy;k tkrk gSA bl çdkj ls ƒˆ&pj.kksa ds ckn 
ƒˆ bit dk ,d vuqØe fuxZr gksrk gSA vk—fr&… ,d ƒˆ fcV~l dk fQcksuSDdh ,y-,Q-,l-vkj- n'kkZrh gSA
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vk—fr&…% ,d ƒˆ fcV~l dk fQcksuSDdh ,y-,Q-,l-vkj-

4-1-2 xSykWbl ,y-,Q-,l-vkj- ¼Galois LFSR½& xSykWbl ,y-,Q-,l-vkj- Hkh eq[;r% ƒˆ bit dk gh gksrk gSA bls modular 

LFSR, internal XORs LFSR, ;k one-to-many LFSR ds uke ls Hkh tkuk tkrk gSA mngkj.k ds fy,] ;gk¡ Hkh iwoZ esa n'kkZ;s gq, 
ƒˆ ƒ† ƒ… ƒƒçfrfØ;k cgqin X ] X ] X ] X ] ƒ dk ç;ksx gh ns[krs gSaA xSykWbl ,y-,Q-,l-vkj- esa çFke in ds eku dks fuxZr djds bls ƒˆosa 

LFkku esa Mky nsrs gSa vkSj Øe'k% ,d&,d in nf{k.k dh rjQ ljdkrs gq, ƒ†osa] ƒ…osa] o ƒƒosa LFkku esa u, eku çfo"V djkrs gSa tks dh 
Øe'k% ƒ‡osa] ƒ†osa] o ƒ„osa] LFkku ds ekuksa dks igys LFkku ds eku ls XOR ds ckn çkIr gksrs gSaA xSykWbl ,y-,Q-,l-vkj- dh ,d eq[; 
fo'ks"krk ;g gS fd blesa vxj fuxZr fcV 'kwU; ¼å½ gksrh gS rks lHkh eku fcuk cnys gq, gh ,d&,d LFkku nkfguh vksj f[kld tkrs gSa 
rFkk fufo"V fcV Hkh 'kwU; ¼å½ gks tkrh gS ,oa tc fuxZr fcV ,d ¼ƒ½ gksrh gS rks tap positions ds fcV&eku cny tkrs gSa ¼vxj ƒ gS 
rks å gks tkrk gS vkSj vxj å gS rks ƒ gks tkrk gS½ vkSj lHkh ds lHkh eku ,d&,d LFkku nkfguh vksj f[kld tkrs gSa rFkk fufo"V fcV 
Hkh ƒ gks tkrk gSA vk—fr&† ,d ƒˆ fcV dk xSykWbl ,y-,Q-,l-vkj- n'kkZrh gSA
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vk—fr&†% ,d ƒˆ fcV dk xSykWbl ,y-,Q-,l-vkj

4-1-3 LikWUt xBu& LikWUt xBu ,d ljy vkorhZ jpuk gS tks dh ifjorZuh; yEckbZ dk fuos'k ysrk gS ,oa euekus yEckbZ dk mRikn 
nsrk gSA ;g ,d Øelap; dh fØ;k ij dk;Z djrk gS ftlesa ,d eku dh dqy yEckbZ b fcV~l gksrh gSA vkrafjd inksa dk vkdkj b = 

(r + c) > = n ls çkIr fd;k tk ldrk gS ftlesa dh r nj dks] c {kerk dks] vkSj b pkSM+kbZ dks n'kkZrk gSA LikWUt xBu dh çfØ;k rhu 
19

pj.kksa esa iw.kZ gksrh gS] çkjfEHkd] vo'kksf"kr] vkSj fupksM+ pj.k A LikWUt xBu dh çfØ;k vk—fr&‡ esa n'kkZ;h xbZ gSA
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çkjfEHkd pj.k esa okLrfod lUns'k ds binary le:i dks nj r ds xq.kd esa ykus ds fy, ¼vxj vko';d gks rks½ padding dh tkrh 
gSA Padding djrs le; /;ku j[kuk gS fd okLrfod lUns'k ds vafre fcV ds ckn igys ƒ tksM+uk gS vkSj fQj vko';drkuqlkj å 
tksM+rs pys tkuk gSA tc lUns'k ds fcV~l dh yEckbZ nj r ds xq.kd esa vk tk; rc padding dk dk;Z jksd nsuk pkfg,A mnkgj.k ds 
fy,] vxj lUns'k gS "9" rks bldk le:i gqvk ¼111001½] vc ;fn nj gS Š&fcV dh rks bl lUns'k dks padding dh vko';drk 
iM+sxh D;ksafd ;g lUns'k ̂ &fcV dk gS tks dh Š dk xq.kd ugha gSA bl çdkj ls ifjofrZr lUns'k dk binary le:i 11100110 
gksxkA bl çfØ;k esa lcls igys ‰osa LFkku ij 1 tksM+k x;k vkSj fQj 8osa LFkku ij 0 tksM+k x;kA tc ;g Š ds xq.kd esa vk x;k rks 
padding dh fØ;k jksd nh xbZA

vo'kksf"kr pj.k esa çkjfEHkd pj.k }kjk çkIr r-bit ds fufo"V [k.Mksa dks iwoZ esa mifLFkr r-bit ds lkFk XOR fd;k tkrk gSA ;s XO 
Red eku vkxs dh vo'kksf"kr pj.kksa esa r-bit dk Øelap; djrs jgrs gSaA lcls var esa fupksM+ pj.k esa vo'kksf"kr fØ;k }kjk çkIr çFke 
r-bitfuxZr fd;k tkrk gSA ;g lEiw.kZ sponge dh fØ;k dk fuxZr eku gksrk gS vkSj rc rd r-bit ds eku dks fuxZr djrs jgrs gSa tc 
rd dh dqy eku n-bit dk u gks tk;A

5- vko';d vkSj vfuok;Z ijh{k.k& ÞoLrqvksa dk vartkZyß okrkoj.k u, çdkj ls fufeZr oLrqvksa ds chp lqjf{kr ,oa lqxe okrkZyki 
dks c<+kok nsus ds fy, çfrc) gSA bl dkj.k tks Hkh de Hkkj ogu djus okyh fu;ekofy;k¡ çLrqr dh tkrh gSa mudk EPC C1 G2 ls 
vuq:irk gksuk vko';d gksrk gS ,oa tks dwV mi;ksx esa yk;s tkrs gSa mudk NIST }kjk ijh{k.k vfuok;Z gksrk gSA çLrqr 'kks/ki= ds 
bl Hkkx esa ys[kdx.k NIST vkSj EPC C1 G2 ds ckjs esa foLr`r ppkZ çLrqr dj jgs gSaA

5-1 fuLV (NIST-National Institute of Statistics and Technology)& jk"Vªh; lkaf[;dh vkSj çkS|ksfxdh laLFkku la;qDr 
jkT; ds okf.kT; foHkkx dh ,d laLFkk gS] ftldh LFkkiuk … ekpZ ƒ‹åƒ dks la;qDr jkT; lekxe esa dh xbZ FkhA ;g laLFkk ÞoLrqvksa dk 
vartkZyß okrkoj.k esa lqj{kk dh –f"V ls mi;ksx esa yk;s tkus okys dwV dk ijh{k.k djrh gSA vxj fdlh çLrqr cukoV }kjk fuxZr 

24dwV fuLV dk ijh{k.k mRrh.kZ djrk gS rc gh mldk mi;ksx lqj{kk fu;ekofy;ksa esa fd;k tk ldrk gS A fuLV dh ijh{k.k jpuk ƒ‡ 
vyx&vyx ijh{k.kksa dk ,d ladyu gSA fuLV dk igyk ijh{k.k The frequency (Monobit) test gS tks fd iwjs vuqØe esa å vkSj ƒ 
dh mifLFkfr dk ijh{k.k djrk gSA vxj iwjs vuqØe esa å vkSj ƒ dh mifLFkfr yxHkx cjkcj gS rks gh ;g ijh{k.k mRrh.kZ ekuk tkrk 
gSA nwljk ijh{k.k ,d fu;r yEckbZ ds [k.M ds vUnj vko`fÙk dk ijh{k.k djrk gSA rhljk ijh{k.k ;g ns[krk gS fd ,d lkFk fdrus å 
;k fdrus ƒ vk jgs gSaA pkSFkk ijh{k.k lcls yEcs vuqØe ¼tks dh ƒ dk gh gks½ ds ckjs esa tkudkjh nsrk gSA ijh{k.kksa dh iwjh tkudkjh 
rkfydk&ƒ esa nh xbZ gSA

vk—fr&‡% LikWUt xBu

Rkkfydk&ƒ: fuLVds ijh{k.k

ijh{k.k Øekad ijh{k.k dk uke

igyk ijh{k.k Frequency (Monobit) test

nwljk ijh{k.k Test for frequency within a block

rhljk ijh{k.k Runs test

pkSFkk ijh{k.k Test for the longest runs of 1s in a block

vuqla/kku (foKku 'kks/k if=dk) [k.M&10] vad&1] o"kZ&2022 ¼vkbZ-,l-,l-,u- % 2322&0708] bZ-vkbZ-,l-,l-,u- % 2350&0123½



vuqla/kku (foKku 'kks/k if=dk) [k.M&10] vad&1] o"kZ&2022 ¼vkbZ-,l-,l-,u- % 2322&0708] bZ-vkbZ-,l-,l-,u- % 2350&0123½

'kks/k leh{kk

143

NBoka ijh{k.k Discrete Fourier transform (spectral) test

lkroka ifj{k.k Non-overlapping (Aperiodic) tempelate matching test

vkBoka ifj{k.k Overlapping (Periodic) tempelate matching test

ukSoka ifj{k.k Maurer's universal statistical test

nloka ifj{k.k Linear complexity test

X;kjgoka ifj{k.k Serial test

ckjgoka ifj{k.k Approximate entropy test

rsjgoka ifj{k.k Cumulative sums (cusums) test

pkSngoka ifj{k.k Random excursion test

iUægoka ifj{k.k Random excursions varient test

ikapok ijh{k.k Random binary matrix rank test

5-2 bZ-ih-lh- Xykscy ¼EPC global½& EPC global GS1 vkSj GS1US ds e/; ,d la;qDr m|e gSA ;g ƒ uoEcj „åå… esa 
la;qDr jkT; esa LFkkfir fd;k x;k FkkA bldh LFkkiuk dk eq[; mn~ns'; ÞoLrqvksa dk vartkZyß okrkoj.k esa RFID ds mi;ksx dks 
lgkjk nsdj RFID ds mi;ksx dks c<+kok nsuk FkkA RFID ÞoLrqvksa dk vartkZy okrkoj.kß dk ,d egRoiw.kZ vax ekuk tkrk gSA 
RFID ,d NksVs vkdkj dk ;a= gksrk gS ftldh Hk.Mkj.k rFkk rjax lapkj {kerk cgqr gh de gksrh gS vkSj ;g vck/; ÅtkZ ds lzksr ls 
Hkh ugha tqM+k gksrk gSA dksbZ Hkh fu;ekoyh RFID ij ykxw djus ls igys EPC global mudh ;ksX;rk ijh{k.k djkrh gSA tks 
fu;ekoyh GS1 ekud dks iwjk djrs gSa dsoy mUgh dks ÞoLrqvksa dk vartkZyß okrkoj.k esa ç;ksx dh vuqefr çnku dh tkrh gSA 
ÞoLrqvksa dk vartkZyß okrkoj.k dh cqfu;kn LFkkfir djus ds fy, GS1 us "O;kikj dh varjkZ"Vªh; Hkk"kk" uke dk ,d dk;ZØe izkjEHk 
fd;k tks fd HkkSfrd vkSj fMftVy nqfu;k dks ,d nwljs ls tksM+us ds fy, dk;Z djrh gSA ÞoLrqvksa dk vartkZyß okrkoj.k dh eq[; 
vko';drk GS1 bar code vkSj EPC / RFID }kjk lapkfyr oLrqvksa] ifjlEifÙk;ksa] vkSj LFkkuksa dh vf}rh; igpku LFkkfir djuk 

14
rFkk automatic data capture djuk gS A

6- fu"d"kZ& lax.kd foKku ds varxZr ÞoLrqvksa dk vartkZyß ,d u;k okrkoj.k gS ftlesa NksVs&NksVs oLrqvksa dks vfHkdyu dh eq[; 
/kkjk ls tksM+us dk dk;Z fd;k tkrk gSA ;g oLrq,a HkkSfrd txr esa lkekU; :i ls mi;ksx esa ykbZ tkus okyh dksbZ Hkh oLrq gks ldrh 
gSaA D;ksafd ;s oLrq,a vkdkj esa NksVh gksrh gSa blfy, buesa mifLFkr fu;ekofy;k¡ Hkh NksVh o de Hkkj ogu djus okyh gh mi;ksx esa 
ykbZ tk ldrh gSaA ,slk blfy, gS D;ksafd bu oLrqvksa esa ,d tiny OS dk;Z djrk gS tks vf/kd tfVy fu;ekofy;ksa ds fy, dk;Z 
djus esa leFkZ ugha gksrk gSA lkFk gh lkFk] D;ksafd bu oLrqvksa dh Hk.Mkj.k {kerk o rjax lapkj dh {kerk Hkh de gksrh gS blfy, 
ÞoLrqvksa dk vartkZyß okrkoj.k esa mi;ksx dh tkus okyh NksVh&NksVh oLrqvksa dh la[;k cgqr vf/kd gksrh gSA vf/kd la[;k esa gksus ds 
dkj.k ijLij okrkZyki Hkh vf/kd gksrs gSa tks dh lqj{kk ds –f"Vdks.k ls lgh ugha gSA vusd 'kks/kkfFkZ;ksa }kjk bu NksVs&NksVs oLrqvksa dks 
okrkZyki ds fy, ,d lqjf{kr okrkoj.k nsus ds ç;kl ls dbZ fu;ekofy;ksa dk xBu fd;k x;k tks fd ih-vkj-,u-th- vkSj LikWUt xBu 
dh fØ;k ij vk/kkfjr FksA D;ksafd dbZ ckj oLrqvksa dks ,slh txg ij dk;Z djuk iM+ tkrk gS tgk¡ ij vck/; ÅtkZ dk dksbZ lzksr ugha 
gksrk gS blfy, bu oLrqvksa ij tks fu;ekofy;k¡ yxkbZ tkrh gSa mUgsa dqN ijh{k.kksa ls gksdj tkuk iM+rk gS ftuesa fd fuLV ijh{k.k vkSj 
bZ-ih-lh- Xykscy dh fu;ekoyh çeq[k gSaA ÞoLrqvksa dk vartkZyß okrkoj.k iw.kZ :i ls vfHkdyu dh ,d ubZ fo/kk gS ftles 'kks/kkfFkZ;ksa 
ds fy, vusdksusd lEHkkouk;s gSaA 'kks/kkFkhZ okrkoj.k dh lqj{kk] oLrqvksa dk vf}rh; igpku] ijLij okrkZyki çek.khdj.k tSls vusd 
fn'kk esa dk;Z dj ldrs gSaA
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ifjf'k"V&ƒ% 'kCnkoyh

Ø0la0 vaxzsth fgUnh

1 Internet of Things oLrqvksa dk vartkZy

2 Data vk/kkj&lkexzh

3 Storage HkaMkj.k

4 Transmission rjax lapkj

5 Lightweight de&Hkkj&ogu / gYdk

6 Algorithm pj.k c) vkpj.k

7 Application mi;ksx

8 Network latky

9 Sensing laaosnu

10 Sensor xzg.k drkZ

11 Code dwV

12 Gateway ços'k }kj

13 Pseudo Random Number Nn~e vfu;fer la[;k

14 Pseudo Noise Nn~e /ofu vuqØe

15 Linear feedback shift registers jSf[kd çfrfØ;k ikjh ys[kk

16 National Institute of Statistics and Technology jk"Vªh; lkaf[;dh vkSj çkS|ksfxdh 
laLFkku

17 Mutual Authentication vkilh le>kSrk

18 Computing vfHkdyu

19 Unique vf}rh;

20 Complex tfVy

21 Input fufo"V

22 Insert çfo"V

23 Output fuxZr

24 Permutation Øelap;
25 Absorbing vo'kksf"kr

26 Squeezing fupksM+

27 Attack vk{ksi
28 Constant fLFkjeku

29 Non-Linear xSj&jSf[kd

30 Updation v|ru

31 Instance –"VkUr

32 Polynomial cgqin
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